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Abstract

In this study, analyses were made by focusing on he
concept of cyber crime has created security prob-
lems all over the world, and the law enforcement's
fight against crime and criminals has evolved into
a new structure. In this study, analyses were made
by focusing on demographic variables and criminal
profiles for cyber crimes registered in the Incident
Information System by the Gendarmerie General
Command in Turkey between 2014-2024. Based on
the cybercrime records in the system, evaluations
were made regarding the nationality, gender, age
distribution of the perpetrators. Among foreign
perpetrators, those with Syrian nationality constitu-
te the majority. Cybercrime perpetrators are mostly
males in the transition from adolescence to young
adulthood. In particular, perpetrators from Iraq, Iran

and Afghanistan have been found to be in older age
groups. Cybercrime rates among female perpetra-
tors are higher among Syrian nationals than in ot-
her countries. This research highlights the fact that
cybercrime has become a borderless, international
criminal phenomenon and the importance of inter-
national cooperation and data sharing in law en-
forcement's fight against crime and criminals. As a
result, the importance of awareness and cybercrime
awareness in the use of technological devices in the
prevention of cyber crimes is inevitable.
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1. Introduction

Technological developments in the digital world,
combined with the ease of accessing the internet
from mobile devices, have brought about radical
changes in our daily lives and habits. As a result of
this transformation, identifying the factors that cont-
ribute to cybercrime threats is of great importance
for both crime victims and law enforcement agen-
cies in the fight against crime and criminals (Padyab
et al., 2024). The unstoppable rapid development
in technology, which has become a turning point in
human history, has changed our daily habits as well
as society.

While the digital world has facilitated access, sha-
ring and transaction methods for all of us, it has also
brought cyber risks with it. One of the most impor-
tant of these emerging risks is cybercrime (Lovan &
Lovan, 2016). Cybercrime basically refers to crimes
committed through the misuse of technology. With
cybercrime, the dark side of the digital world has
also emerged. (McGuire & Dowling, 2013). Cybercri-
me is an important security issue not only for indivi-
duals but also for societies and even states. (Gordon
& Ford, 2006).

The main difference between cybercrime and tradi-
tional crime is that there is no physical boundary to
the crime committed in cyberspace. (Cerezo et al.,
2007; Onwuadiamu, 2025). Cybercrime crosses phy-
sical borders, requiring international cooperation
beyond national measures and healthy communi-
cation and coordination with other countries for law
enforcement. (Neumdller, 2017; Holt et al., 2023).
Today, as technology has become a universal tool,
it has become easier for individuals and groups to
engage in cross-border actions, and it has become
common for individuals from different nations to be
among the perpetrators of cybercrimes (Holt et al.,
2023; Bucaj & Idrizaj, 2025).

The global spread of the internet and the rapid de-
velopment of digital technologies have made ac-
cess to information easier and have radically chan-
ged our habits. However, this rapid technological
change, which has made its impact felt in social life,
has also paved the way for exposure to cybersecurity
vulnerabilities and unexpected crimes. This vulnera-
bility in cyberspace has been seen as an easy target
by criminal elements, and with the increase in the
complexity of cybercrimes, the number of victims is
increasing day by day (Lusthaus, 2024; Back & LaP-
rade, 2019). Only as a result of the spread of inter-
net-based applications, it has started to pose serious
risks to individuals commercial enterprises and the-
refore to the entire society, namely the state (Unver,
2023). One of the biggest factors in this increase in
risk is the exponential increase in the volume of tra-
de made over the internet and it has turned into an
environment where every form of shopping is done
(Apau & Koranteng, 2019). In addition, the field of

business and education has become as much a part
of our lives as shopping over the internet.

Unlike traditional crime methods, cybercrimes elimi-
nate geographical boundaries and provide criminals
with the opportunity to hide their actions regardless
of location and to operate internationally (Weulen
Kranenbarg et al., 2018; Borwell et al., 2021; Saud,
2025). This situation necessitates that the law enfor-
cement agencies of countries reconsider their stra-
tegies to combat cybercrimes and give more impor-
tance to international cooperation (Cetin, 2021).

There is a significant amount of research in the lite-
rature on cybercrime. For example; Wall (2004) de-
fines cybercrime as “any crime committed over the
Internet”, Furnell (2003) defines cybercrime as "any
crime that involves the use of a computer” at the
most basic level, and Gordon & Ford (2006) define
cybercrime as "any crime facilitated or committed
using a computer, network, or hardware device” and
state that the current definition of cybercrime has
developed empirically.

Cybercrimes are crimes committed through the mi-
suse of information technologies, involving attacks
on computer systems, networks, and digital data
(Tasgt and Can, 2015; Kékkaya, 2022). These crimes
mostly include identity theft, social media fraud,
personal data breaches, ransomware-based attacks
and DDoS attacks (Dawson, 2015; Rao et al., 2018).
In cyberspace, perpetrators of these crimes can ac-
hieve their goals in the virtual environment without
being affected by borders or physical restrictions.
This means that perpetrators can take advantage of
legal loopholes to commit crimes and find victims
outside their own country and escape the punish-
ment for their crimes. (Kékkaya, 2022).

As cybercrime spreads dangerously around the wor-
Id, international cooperation and crime prevention
strategies should be increased to reduce the threat
of cybercrime. (Khan, 2024). The rapid increase in cy-
bercrime in the last five years is evident in law enfor-
cement records. (Balgis and Badu, 2025).

In Turkiye, the term "informatics crime" is legally
used instead of "cyber crime" for these actions. Cy-
bercrimes are defined in the Turkish Penal Code as
entering an information system, blocking or disrup-
tings. (Turkish Penal Code No. 5237, 2004).

Turkiye, located at the intersection of Europe and
Asia and facing political instability and conflict in ne-
ighboring countries, is a target for cybercrimes. The
fight against cybercrime is carried out nationwide by
the General Directorate of Security and the General
Command of the Gendarmerie, both within the Mi-
nistry of Interior.

Cybercrime cases recorded between 2014 and 2024,
which were initially classified as a separate crime ca-
tegory by the Gendarmerie General Command in
its fight against cybercrime, provide important data
on the demographic distribution of crimes and the
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nationality, gender, and age groups of perpetrators.
This data provides important information on the de-
mographic characteristics in which cybercrimes are
concentrated and the social groups from which per-
petrators come.

The analyses to be made in this study will provide
the evaluations to be made regarding the cyberspa-
ce where crime has started to shift and the impor-
tance and evaluation of the demographic variables
that emerge in the fight against crime and criminals.

2. Conceptual Framework / Theory

Demographic analysis is a frequently used and im-
portant method in cybercrime research, used to un-
derstand the nature of cybercrime and the profile of
the perpetrators (Schreuders, 2019; Ndubueze et al.,
2013). The literature shows that cybercrime perpet-
rators are more common among young adults (N&si
et al., 2015). This is related to factors such as pre-
disposition to digital technologies, heavy use of the
internet and digital devices, and social media. (Né&si
et al., 2015). Additionally, the relationship between
the criminal tendencies and education levels of cy-
bercrime perpetrators is emphasized. (Nasi et al.,
2015; Schreuders, 2019). The emergence of new
opportunities in digital environments, high levels
of social media use and personal data sharing, and
the tendency of groups in economic distress to turn
to cyber crimes are also other issues that are widely
discussed in the literature. (Kamal et al., 2012; llievski
& Bernik, 2016).

The cross-border nature of cybercrime allows per-
petrators to operate both within their own countries
and internationally. This increases the potential for
foreign cybercrime perpetrators to commit crimes in
other countries (NeumUller, 2017; Holt et al., 2023;
Paduraru, 2025). Foreign cybercrime perpetrators
may use legal gaps and technological security inf-
rastructure deficiencies in the countries where they
commit crimes as a motivation to commit the cri-
me. The literature cites the reasons for this as diffe-
rent legal regulations, lack of cooperation between
countries, problems in cross-border data sharing
and differences in security policies in the fight aga-
inst crime and criminals (Neumdller, 2017; Holt et al.,
2023). Further increasing international cooperation,
establishing correct data flow mechanisms and carr-
ying out joint activities in the fight against crime are
important issues in the fight against cross-border
cyber threats (Reitano et al., 2015; Paduraru, 2025).

The following points are among the reasons why
cybercrime perpetrators are more likely to com-
mit crimes outside their own countries. First, the
rapid spread of digital technologies has facilitated
cross-border criminal activities. Differences in nati-
onal judicial systems and inadequate information
sharing make it difficult to catch criminals. Secondly,

cyberspace poses challenges in detecting and tra-
cking cybercrime. Thirdly, perpetrators in countries
with advanced technological infrastructure tend
to operate in countries with less technological de-
velopment. (Reitano et al., 2015, Chaturvedi et al.,
2014, Eldem, 2020).

The main purpose of this article is to analyze the
cybercrime cases intervened by the Gendarmerie
General Command between 2014-2024 in terms of
demographic and crime profiles. The research aims
to examine the ages, genders and nationalities of
cyber crime perpetrators.

This study attempted to answer the following ques-
tions.

*  What is the demographic distribution of cyberc-
rimes in Turkiye according to Gendarmerie re-
cords?

e What is the distribution of cybercrime perpetra-
tors in Turkiye by country?

e What are the differences between Turkish and
foreign nationals when it comes to cyber crime
perpetrators?

While searching for answers to these questions, it
was also aimed to conduct analyses based on cur-
rent literature and to present recommendations ba-
sed on the data obtained.

Developments in cybersecurity and cybercrime have
fundamentally altered the traditional understanding
of crime (Balgis and Badu, 2025). While traditional
crimes are generally assessed through actions that
leave tangible traces in physical locations, today's
cybercrime has become an invisible and boundar-
y-breaking phenomenon in digital environments
(Khan, 2024). This new criminal environment has
transformed not only the way crimes are committed
but also the perpetrators themselves. Perpetrators
are now sufficiently skilled at creating a new crimi-
nal environment and effectively utilizing technology
through the internet. This has necessitated the reo-
rganization of law enforcement agencies combating
crime and criminals, as well as legal systems to pu-
nish perpetrators. Therefore, cybersecurity should
be considered not only as a technical defense issue
but also as a multifaceted socio-technical phenome-
non within the modern criminal ecosystem (Ozde-
mir, 2020).

3. Methodology

In this study, cybercrime data processed by the
Gendarmerie General Command, a law enforce-
ment agency responsible for public security in the
Republic of Tirkiye, for the last 10 years were used
and detailed analyses were conducted on crime re-
cords processed between 2014-2024. The necessary
examinations were conducted on a total of 54,842
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cybercrime records in 81 provinces of Turkiye, re-
gistered in the Gendarmerie General Command
Incident Information System, which acts as the Law
Enforcement in Tirkiye, and committed between
2014-2024. In the study, it was evaluated that 92
crime records were entered incorrectly and were
not related to cybercrimes, and the necessary exa-
minations and analyses were conducted on 54,750
records. The research examined in detail the total
cybercrime records, including changes in crime rates
over the years, gender discrimination and age ca-
tegories, and records with no nationality data entry
for Turkiye national perpetrators and other foreign
national perpetrators. The data was examined in th-
ree basic demographic dimensions: nationality, gen-
der, and age range. Nationality information covers
individuals from 102 different countries. Age data
was divided into 7 categories: 15-24, 25-34, 35-44,
45-54, 55-64, 65-75, and undefined (incomplete or
incorrect entries). Gender information was classified
as "male", "female"”, and "not specified".

When evaluating the age range, the data set;

* Transition period from adolescence to young
adulthood (15-24 years),

® Young adulthood (25-34 years),

® Beginning of middle age (35-44 years),
e Later middle age (45-54 years),

e late adulthood (55-64 years),

e Oldage (65-75 years),

® Incorrect data entry (no data entry, 0-15, 76-over)
were divided into 7 different categories.

Primarily, descriptive statistics (frequency and per-
centage distributions) were used in statistical analy-
ses. Since the data were categorical, parametric
tests were not deemed appropriate. Therefore, the

Table 1. Cybercrime Records Committed in Turkiye and Processed by the Gendarmerie by Years

Chi-square (x? test of independence was applied to
evaluate the statistical significance of the differences
between the groups. All analyses were performed
using Python's SciPy library.

3.1. Cybercrime Records Committed in
Turkiye and Processed by the Gendarme-
rie

Total criminal records processed in the last 10 ye-
ars are separated according to the nationality of the
person committing the crime and are listed from
most to least as presented in Table 1. Foreign na-
tionals with less than 20 records in the last 10 years
are considered in the category of citizens of other
countries.

3.2. Gender Information of Cyber Crimes

The gender information of the persons processed
based on their nationality from the total criminal
records is shown in Table 2. Persons whose gender
data is not entered are also shown in the list.

3.3. Age Information of Individuals Regar-
ding Cyber Crimes

According to the cyber crime records processed
by the Gendarmerie, age ranges were divided into
7 categories, and records not entered for age, and
records under the age of 15 and over the age of 75
were considered as incorrect entries and were col-
lected under the Undefined category. Details of the
age information of individuals related to cybercri-
mes are in Table 3.

Criminal Records

Country 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
1 Turkiye 45035 381 1495 1659 658 793 1360 3219 5639 9343 12788 7700
2 Syria 7164 0 2 9 12 16 43 159 761 1698 2183 1881
3 lIrag 165 0 0 0 3 2 2 15 28 27 40 48
4  Afghanistan 136 0 0 0 0 2 1 4 19 24 51 35
5  Turkmenistan 118 0 0 0 0 0 3 2 15 13 55 20
6 lran 123 0 0 0 0 0 3 2 15 26 25 52
7  Uzbek 100 0 0 0 0 1 0 1M 14 27 22 25
8 Russia 107 0 0 0 1 1 1 0 4 15 34 51
9  Azerbaijan 64 0 0 1 0 1 0 3 10 10 15 24
10 Nigeria 55 0 0 0 0 0 0 1 3 4 25 22
11 Morocco 55 0 0 0 0 0 0 2 5 8 14 26
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12 Bulgaria 40 2 0 0 0 2 0 1 0 M 16 8
13 Germany 37 0 0 0 0 1 1 3 3 5 9 15
14 Libya 37 0 0 0 0 2 0 2 8 0 7 8
15 Algeria 37 0 0 0 0 0 2 2 1 5 12 15
16 Kazakhstan 35 0 0 1 1 0 0 1 5 5 9 13
17 SaudiArabia 35 0 0 0 0 1 0 1 0 4 11 18
18 Jordan 30 0 0 0 0 0 0 0 8 4 12 6
19  Ukraine 29 0 0 0 0 0 1 1 3 8 9 7
20 China 24 0 0 0 0 0 0 0 3 5 10 6
21 Kuwait 22 0 0 0 0 0 0 0 4 7 6 5
22 Israel 22 0 0 0 0 0 0 0 0 7 10 5
23 Tunisia 22 0 0 0 0 0 0 1 2 4 4 11
24 Cameroon 21 0 0 0 0 0 0 1 3 3 10 4
25 Somalia 21 0 0 0 0 0 0 0 6 8 5 2
26 Angola 21 0 0 0 0 0 0 0 0 9 8 4
27 Georgia 20 0 0 1 0 0 0 1 2 5 9 2
28 Lebanon 20 0 0 0 0 0 0 1 2 5 4 8
29 USA 20 0 0 0 0 0 0 0 0 1 7 12
74 Other
30 tcfzw(;l;nZthc(rtfnsZ 423 0 0 2 4 4 5 14 47 72 117 158
records)
3q Nationalitynot o0 4g og  qsa 31 25 37 81 82 & 107 42
Entered

Table 2. Gender Information of Cyber Crimes Committed in Turkiye and Processed by the Gendarmerie

Gender

1 Turkiye 45035 38246 6071 718
2 Syria 7164 4838 2194 132
3 Iraq 165 105 25 35
4 Afghanistan 136 78 43 15
5 Turkmenistan 118 72 44 2

6 Iran 123 64 26 33
7 Uzbekistan 100 51 36 13
8 Russia 107 38 23 46
9 Azerbaijan 64 40 14 10
10 Nigeria 55 40 Ik 4
11 Morocco 55 14 17 24
12 Bulgaria 40 13 9 18
13 Germany 37 21 7 9
14 Libya 37 21 5 "
15 Algeria 37 13 9 15
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16 Kazakhstan 35 16 13 6
17 Saudi Arabia 35 19 3 13
18 Jordan 30 18 4 8
19 Ukraine 29 11 13 5
20 China 24 1 7 6
21 Kuwait 22 9 1 12
22 Israel 22 5 1 16
23 Tunisia 22 8 5 9
24 Cameroon 21 15 5 1
25 Somalia 21 10 7 4
26 Angola 21 18 3 0
27 Georgia 20 7 9 4
28 Lebanon 20 7 3 10
29 USA 20 5 3 12
74 Other Countris
30 (less than 20 crime 423 205 82 136
records)
31 Nationality not 712 545 59 108

Entered

Table 3. Age Information of Individuals Regarding Cyber Crimes Committed in Turkiye and Processed by the Gendarmerie

Age Range
Country Total 15-24 25-34 35-44 45-54 55-64 65-75 Undefined

1 Turkiye 45035 15149 13008 8797 4886 2036 791 368
2 Syria 7164 1163 2148 1329 847 683 586 108
3 Iraq 165 33 52 36 20 13 3 8

4 Afghanistan 136 28 49 25 16 7 6 5

5 Turkmenistan 118 16 52 32 1 4 0 3

6 Iran 123 14 38 33 18 " 4 5

7 Uzbekistan 100 21 29 24 14 4 1 7

8 Russia 107 21 27 24 16 5 4 10
9 Azerbaijan 64 25 17 15 0 4 1 3
10 Nigeria 55 7 26 18 1 0 0 3
11 Morocco 55 13 17 14 5 1 0 5
12 Bulgaria 40 2 8 13 2 3 2 10
13 Germany 37 3 16 2 10 4 1 1
14 Libya 37 8 6 9 4 4 3 3
15 Algeria 37 8 10 12 2 0 1 4
16 Kazakhstan 35 7 12 7 0 3 0 6
17 Saudi Arabia 35 10 7 9 5 2 2 0
18 Jordan 30 8 10 6 3 2 0 1
19 Ukraine 29 3 1" 4 5 3 0 3
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20 China 24 5 9 6 0 2 0 2
21 Kuwait 22 1 4 4 2 6 0 5
22 lIsrael 22 6 5 4 1 2 0 4
23 Tunisia 22 6 7 3 1 2 1 2
24 Cameroon 21 0 11 6 3 0 0 1
25  Somalia 21 5 5 4 1 2 1 3
26 Angola 21 0 8 7 2 1 0 3
27 Georgia 20 4 5 4 4 1 0 2
28 Lebanon 20 3 4 0 4 4 1 4
29  USA 20 4 5 3 2 4 1 1
74 Other
30 g]c;‘:]“ggscﬂfnsz 423 83 146 93 37 17 10 37
records)
39 Nationality 5 42 101 189 192 88 14 86

not Entered

4. Findings and Discussion
4.1. Cybercrime Records Committed in
Tirkiye and Processed by the Gendarmerie

Of the 54,750 records recorded, 45,035 were com-
mitted by Turkish citizens, and 81.8% of the total cy-

Cyber Crimes in Turkiye by Citizenship

Citizenship
W Turkiye Citizens - 81.8%
W Foreign Nationals - 16.9%
Nationality Not Entered - 1.3%

a. Cyber Crimes in Turkiye

Distribution of Foreign National Cyber Crimes Within the 20.3% (Excluding Syria)

Legend:
| Countries in 20.3% - 1416 Crimes

c. Distribution of Foreign National Cyber Crime
Excluding Syria)

bercrime records were Turkish citizens. 16.9% of the
records were committed by foreign nationals, from
102 countries, and no nationality information was en-
tered for 712 crime records, which constitute 1.3% of
the records created by security forces. Detailed grap-
hs of the data are presented in Figure 1.

Percentage of Crimes Committed by Non-Turkiye Citizens

Citizenship
mm Syrian Nationals - 79.7%
mmm Selected Other Foreign Nationa

b. Cyber Crime by Non-Turkiye Ctizens

Breakdown of Cyber Crimes Committed by Other Foreign Nationals in Turkiye
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d. Cyber Crimes by Foreign Nationals in Turkiye
(Excluding Syria and Other Countries)

Figure 1. Percentage Segments of Countries According to Total Cybercrime Rate
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According to the processed cybercrime records,
when the criminal records of foreign nationals who
committed crimes in Turkiye are examined, it is seen
that 7164 records out of 9003 records are Syrian na-
tionals. This constitutes 79.7% of the records among
foreign nationals. When Syria is excluded from the
foreign nationals side, when 1839 records are exa-
mined in percentiles, respectively, Irag 11.7%, Afg-
hanistan 9.6%, Iran 8.7%, Turkmenistan 8.3%, Russia
7.6%, Uzbekistan 7.1%, Azerbaijan 4.5%, Nigeria
3.9%, Morocco 3.9%, Bulgaria 2.8%, foreign natio-
nals who make up the first 10, comprise 64.2% of the
records. Crimes committed by nationals of the re-
maining 91 countries comprise 35.8% of the records.

According to the studies, the fact that 16.9% of
the overall cyber crime rate is made up of foreign

Table 4. Statistical Results

nationals shows that the world of cyber crime is glo-
balizing. In addition, the fact that Syrian nationals
constitute approximately 80% of foreign nationals
is considered to be due to the density of refugees
in Turkiye due to the Syrian civil war. When Turkiye's
border neighbors, Syria, Iraqg, Iran, Azerbaijan, Ar-
menia, Georgia, Bulgaria and Greece are conside-
red, it is striking that Greek and Armenian nationals
have less than 20 criminal records. In addition, the
records of Turkish Republic citizens from Azerbai-
jan, Turkmenistan, Uzbekistan and Kazakhstan are
noteworthy, but Kyrgyzstan nationals are seen to
have less than 20 records. The fact that Afghan
nationals are the 3rd most cyber crime-commit-
ting foreign nationals is considered to be due to
refugee migration to Turkiye. Statistical results are
shown in Table 4.

Test X2 df p-value Result

Country x Year 3308.20 300 < 0.001 Significant
Country x Gender 7662.99 60 < 0.001 Significant
Country x Age Group 4325.65 180 < 0.001 Significant

4.2. Change In Cybercrime Records Over
The Years

When the cybercrime records of the 10-year peri-
od between 2014 and 2024, which were processed
by the Gendarmerie General Command in Tirkiye,
are examined according to years; It is seen that the
number of individuals processed has increased ra-
pidly since 2020. It is evaluated that the year 2020,
when this increase started, was also affected by the
detection of the COVID-19 outbreak in Turkiye and
the start of remote working activities for quarantine
purposes. It is seen that 2023 was the most intense
year for cybercrimes detected and processed in Tiir-
kiye. In addition to technological advances, it is eva-
luated that with the pandemic that started in 2020,
in an environment where transactions, work environ-
ments and even shopping were ordered online from
home, victims became more vulnerable due to more
intensive internet use. In parallel with the increasing
number of cases, it is evaluated that the Gendarme-
rie General Command has established a new orga-
nization to combat crime and criminals within the
scope of the increasing threat against Cybercrimes
and has started to focus more on this issue, which is
another factor in the increase in the number of indi-
viduals processed.

Cybercrime records, which have been increasing

in the 5-year period since 2019, have decreased in
2024 compared to the previous year. It is evaluated
that this decrease is due to the awareness activities
carried out by the law enforcement and citizens be-
ing more careful in using technology. This similar
pattern is valid for both Turkish and foreign national
records. An increase was observed in 2016 compa-
red to other recent years, and it is evaluated that this
increase may be due to the process experienced af-
ter the treacherous coup attempt that was attemp-
ted in Turkiye and ended in failure. In addition, when
the records in 2016 where no nationality record was
entered are examined, the highest values of the last
10-year period are seen. In this case, it is evaluated
that the number of law enforcement personnel dec-
reased after the treacherous coup attempt in 2016,
and this may be due to the efforts made to catch ot-
her criminal elements and members of the Fetullahgi
terrorist organization. Cybercrime records commit-
ted in Turkiye and kept by the Gendarmerie over the
years are shown in Figure 2.

X2 Scatter Plot — The red line indicates that the test
statistic (x2 = 3308.20) lies on the right side of the
distribution. This highlights a significant difference
at the p < 0.001 level. Heat Map (Standardized Re-
siduals) — Color intensities indicate which countries
experienced more (red) or less (blue) cybercrime
than expected in which years (Figure 3).
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Cyber Crimes Committed by Turkiye Citizens Over the Years
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Figure 2. Cybercrime Records Committed in Tlrkiye and Processed by the Gendarmerie by Year
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4.3. Gender Information of Cyber Crimes

When the records of cybercrime perpetrators are
examined, 81.4% of the total number of individuals
processed are male, 16.0% are female and 2.6% are
individuals whose gender information is not ente-
red. 84.9% of Turkish nationals are male, 13.5% are
female and 1.6% are those whose gender informati-
on is not entered. When foreign national records are
examined, it is seen that this rate is 65.0% for males,
27.6% for females and 7.4% for those whose gender
information is not entered. When Syrian nationals
are removed from foreign national records, it is seen
that 58.0% for males, 19.1% for females and 22.9%
for those whose gender information is not entered.
In the gender examination of cybercrimes com-
mitted by Syrian nationals, it is seen that 67.5% for
males, 30.6% for females and 1.8% for those whose
gender information is not entered.

As a result of the examinations, it is seen that the
number of male perpetrators is approximately 5 ti-
mes higher than the number of female perpetrators.
When only Turkish nationals are examined, it is seen

Female Female

Not Entered Not Entered

Male

a. Gender Distribution of Cybercrime in

Turkiye (All Nationalities only Turkiye

Not Entered

Female

Male

d. Gender Distribution Among Foreign
Nationals (Excluding Syria)

b. Gender Distribution of Cybercrime

that the number of female perpetrators is much
lower than the average, but the number of female
perpetrators is higher than the general assessment
among foreign nationals. In addition, it is seen that
the rate of cybercrime among Syrian women is quite
high. Approximately one in every three perpetra-
tors is a woman. When foreign national perpetrators
are examined, it is striking that gender data entry
is high, excluding Syrian nationals, and the gender
of approximately one in every five people is not en-
tered. Details regarding gender-based cybercrimes
committed in Turkiye and by the Gendarmerie are
shown in Figure 4.

X2 Scatter Plot — The red line represents the calcu-
lated value of x2 = 7662.99. Its location far to the
right of the curve confirms high significance at the
p < 0.001 level. Heat Map (Standardized Residuals)
- Red tones indicate higher than expected gender
ratios in certain countries, while blue tones indica-
te lower gender ratios. This suggests, for example,
that some countries have higher than expected pro-
portions of female perpetrators or missing records
(Figure 5).

Female

Not Entered

Male
Male

c. Gender Distribution Among Foreign
Nationals

Female

Not Entered

Male

e. Gender Distribution of Cybercrime only
Suria

Figure 4. Gender Information of Cyber Crimes Committed in Turkiye and Processed by the Gendarmerie
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4.4. Age Information of Individuals Regar-
ding Cyber Crimes

When the age assessment dataset in Cyber Crimes
is examined by dividing it into 7 different categories;
it is seen that the highest rate of 30.7% is in the ca-
tegory specified as the transition period from ado-
lescence to young adulthood. It is known that the
individuals in this category have high adaptation to
technology, quickly adapt to new technologies and
have intensive usage rates with technology.

The rate is 29.1% in the 25-34 age category, called
the young adulthood period. It is evaluated that the
individuals in this age category are generally in the
career start phase, use digital platforms and social
media tools intensively, and have gained or are gai-
ning their economic freedom.

The rate of 19.7% is seen in the 35-44 age range,
which is evaluated as the beginning of middle age,
and this group is a group that has gained experien-
ce in using technology but may show differences in
adaptation to new trends.

The 45-54 age group, which is called the advanced
middle age period, whose adaptations to the digital
world vary, is 11.2%.

55-64 years: Late adulthood. People with low tech-
nology usage rates, less cyber security awareness
and an intermediate period in technology aware-
ness. There are 5.4% of individuals who commit cy-
bercrime in the 55-64 age group, who are in adult-

hood.

The rate of committing crimes in the old age peri-
od between the ages of 65-75 is 2.6%. Those in this
age group generally have more limited adaptation
to technology and may be more vulnerable to cy-
bercrime.

Records that are 0-15 and 76 and above or do not
include an age entry are considered as incorrect
data entry. This range includes 1.3% of total indivi-
duals who commit crimes. The % Distribution of Cy-
bercrimes by Age Groups is presented in detail in Fi-
gure 6. Distribution of Cybercrimes by Age Groups
According to All Data is shown in Figure 7.

Distribution of Cybercrimes by Age Groups (%)

55-64

65-75
Undefined

15-24

45-54

35-44

Figure 6. Distribution of Cybercrimes by Age Groups %
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Figure 7. Distribution of Cybercrimes by Age Groups According to All Data

When the evaluations of Turkish cybercrime perpet-
rators according to age categories are examined,
the density of perpetrators who are between the
ages of 15-24 and have passed from adolescence
to young adulthood draws attention. As the catego-
ries of mistake increase, the number of perpetrators
gradually decreases and the number of individuals
who are identified as age-related or who are defined
as erroneous entry is also quite low. Among foreign
nationals, the abundance of perpetrators who are at
the level of young adulthood between the ages of
25-34 draws attention. As with Turkish nationals, the
number of perpetrators decreases as the age cate-
gory increases in foreign nationals. The reason for
this is that the perpetrators in the young category
are more proficient in technology and spend more
time on open sources, thus taking advantage of the
low technological and cyber awareness of cybercri-
me victims. The number of foreign national perpet-
rators who commit more crimes in the age range of
35-44, which is considered the beginning of middle
age, draws attention, unlike Turkish nationals. In ad-
dition, when the Syrian nationals are excluded from
the foreign nationals, when the remaining 20.3% of
the foreign national perpetrators are examined, it is
striking that the undefined category is more preva-
lent than the Turkish and Syrian national perpetra-
tors. Details of the Distribution of Cybercrimes by
Age Groups are shown in Figure 8.

When the crime categories of cybercrime perpet-
rators who are Turkish citizens are examined, the

highest rate is those who are in the transition pe-
riod from adolescence to young adulthood (15-24
years old) 33.6%. Cybercrime perpetrators who are
in young adulthood (25-34 years old) 28.8%, while
those who are in the beginning of middle age (35-44
years old) are Turkish citizens and constitute 19.5%
of the crime perpetrators in the last 10 years. In ot-
her age categories, the number of perpetrators dec-
reases as age increases. When the age ranges of cy-
bercrimes committed by foreign nationals in Tirkiye
are examined, it is seen that cybercrime perpetra-
tors who are in the young adulthood period (25-34
years old) are the highest with 29.2%. The beginning
of middle age (35-44 years old) category comes se-
cond with 19.9%. Third in line are those in the tran-
sition period from adolescence to young adulthood
(15-24 years old) with a rate of 15.9%.

When the 73.7% of the crime perpetrators who cons-
titute the foreign perpetrator category are exclu-
ded, and the highest crime perpetrator rate is Syrian
nationals, when the age categories of the remaining
foreign nationals are examined, it is seen that the
age range with the highest rate is 27.3% for cyberc-
rime perpetrators in the young adulthood period
(25-34 years old). Second in line is the category of
the beginning of middle age (35-44 years old) with a
rate of 23.7%. Third in line are those in the transition
period from adolescence to young adulthood (15-
24 years old) with a rate of 15.1%. In addition, the
rate of 14.9% for cybercrime perpetrators in the later
middle age period (45-54 years old) is noteworthy.

Cybercrime Distribution by Age Groups in Turkiye

Number of Cybercrimes

Age Group

a. Cybercrime Distribution by Age Groups in Tirkiye




Cross-Border Digital Threats: Cybercriminal Profile Analysis Based on Gendarmerie Data in Turkiye

Cybercrime Distribution by Age Groups in Turkiye

14000

© 12000
£
=
S 10000
o
£
G 8000
“
[=3
@ 6000
)
£
2 4000
2000
0 B X » » * & >
v ) i 2] © A &
N © ¥ g & & &
0(\
Age Group

b. Cbercrime Distribution by Age Groups Foreign Nationals (Excluding Tirkiye)

Cybercrime Distribution by Age Groups (Foreign Nationals, Excluding Turkiye & Syria)

700

Number of Cybercrimes
8 8 & & 8
o o o o o

-
o
=3

o

Age Group
c. Cbercrime Distribution by Age Groups Foreign Nationals (Excluding Turkiye

and Syria)

Figure 8. Distribution of Cybercrimes by Age Groups

It is considered that this difference between Turkish
and foreign perpetrators is due to the fact that Tur-
kish perpetrators are in Tirkiye at every stage until
they grow up and complete higher education, whe-
reas foreign nationals are in Turkiye after a certain
period of education or have an immigrant status,
and therefore the crime rate is lower than that of
Turkish perpetrators between the ages of 15-25,
which is the transition category from adolescence to
young adulthood.

When foreign cybercrime perpetrators are exami-
ned (excluding Syria and other countries with few
criminal records), the first 5 nationals in the age ca-
tegories are presented in Table 4 and Figure 9. Iraqi
citizens are in the first place in 5 different categories
between the ages of 15-64. It is considered that this
is due to the internal unrest in Iraq and Turkiye be-
ing a border neighbor. The abundance of cybercri-
me perpetrators from Iran, another border neighbor

of Turkiye, is striking. Especially, the second country
with the highest number of perpetrators in the 4 ca-
tegories between the ages of 35-75 is composed of
citizens. It is also striking that Afghanistan, which is
among the first 5 countries in every age category,
has the most foreign national perpetrators in the 65-
75 age category. Libya is in the first five places in
the same age category, and Libyan national perpet-
rators are only in the first 5 countries in this age cate-
gory. Bulgaria ranks first in the undefined or non-re-
ference category. However, Bulgaria is not in the top
5 rankings in any other age category.

X2 Scatter Plot — The red line (2 = 4325.65) lies far
to the right of the distribution. This visually confirms
that the test is highly significant (p < 0.001). Stan-
dardized Residual Heat Map — Red regions indica-
te that certain age groups are overrepresented in
some countries than expected, while blue regions
indicate that they are underrepresented (Figure 10).
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Figure 10. Country and Gender X2 Scatter Plot and Heat Map (Standardized Residuals)

Table 5. Countries with the highest number of criminal records in cybercrime based on the age of individuals (excluding Syria and
other countries with low criminal records)

Citizen of the country with the highest number of cybercrime perpetrators

Age Category

1 2 3 4 5
15-24 Iraq Afghanistan Azerbaijan Uzbekistan Russia
25-34 Iraq Turkmenistan  Afghanistan Iran Uzbekistan
35-44 Iraq Iran Turkmenistan  Afghanistan Uzbekistan
45-54 Irag Iran Russia Afghanistan Uzbekistan
55-64 Iraq Iran Afghanistan Kuwait Russia
65-75 Afghanistan Iran Russia Iraq Libya
Undefined
naetine Bulgaria Russia Iraq Uzbekistan Kazakhstan
0-15, 76-over
5. Limitations and Future Works including Cybercrimes in the database of all law
h h mitat N enforcement units operating in Turkiye may make
This §tudy as some |rr|1‘|ta.t|01js t‘at;eei to be the study more valuable in terms of accuracy and
con5|derﬁd. Important |m|t§t|<3|n Is T ﬁt € d;ata complementarity. The ranking of the Five Countries
usedin t 1S stuﬂdi.does notinc uqle all law entorce- — ith the Most Cybercrimes by Age Groups (Exclu-
ment data in Tir lye, but cybercrime data r?corded ding Turkiye, Syria and Other Countries) is shown in
in the Gendarmerie General Command Incident Figure 9

Information System database. In future studies,

Top 5 Countries by Cybercrimes in Age Group 15-24 Top 5 Countries by Cybercrimes in Age Group 25-34 Top 5 Countries by Cybercrimes in Age Group 35-44
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Figure 9. The five Countries with the most Cybercrimes by Age Groups (Excloding Turkiye, Syria and Other Countris)

6. Conclusions

This study provides a comprehensive demographic
and crime profile analysis of cybercrime cases pro-
cessed by the Gendarmerie General Command in
Turkiye over the past decade. The findings reveal a
significant increase in cybercrime incidents, especi-
ally after 2020, with the COVID-19 pandemic and the
resulting increase in digital addiction.

This finding supports the evaluation in the study
conducted by Abdullahi and Ismail, stating that cy-
ber crimes have increased during the COVID-19 pe-
riod. (2025). Additionally, similar to the findings, Olu-
segun (2025) also shows from his study that the rapid
spread of the COVID-19 pandemic in 2020 resulted
in an unprecedented level of cybercrime worldwide.

Demographic analysis has revealed that cybercrime
perpetrators in Tlrkiye are predominantly male and
aged between 15 and 34.

It is evaluated that the high number of cyber crime
perpetrators in this age group is due to factors such
as their familiarity with technology, their use of tech-
nology at every stage of their lives, their widespread
access to social media and digital platforms, and the
time they spend on the internet. In contrast, foreign
nationals showed a slightly different age distributi-
on. Another finding was the relatively high propor-
tion of female perpetrators among Syrian citizens.

The results revealed that demographic variables
play a significant role in cybercrime trends. Based
on these differences, law enforcement personnel
can plan their activities to combat crime and crimi-
nals within the scope of predictive law enforcement.

Cybercrime, which has transcended national borders
and become an international threat, is a growing
problem facing law enforcement today. In this con-
text, law enforcement agencies must develop new
strategies to combat crime.

Given the vulnerability of migrants from countries
experiencing socio-political instability or conflict/
war to many crimes, especially cybercrime, and their
criminal tendencies, international cooperation and
joint efforts must be further strengthened. In this
context, law enforcement agencies must be restruc-
tured to meet current needs and increase their capa-
city to combat cybercrime in the fight against crime
and criminals.

The findings demonstrate that cybercrime is not
merely a technical problem but also a sociological
and behavioral phenomenon. Therefore, interdis-
ciplinary studies should be expanded to combat
these emerging and ever-increasing cybercrime ra-
tes. This approach can help better understand the
motivations, behavioral patterns, and demograp-
hic characteristics of cybercriminals. The significant
cross-country differences revealed by chi-square
tests highlight the need for international coopera-
tion. Cyber threats are not the concern of a single
state but have become a global, transnational prob-
lem. This research demonstrates that cybercrime is a
multifaceted and rapidly evolving field that requires
a dynamic and data-driven response.

Future studies should utilize data from all law enfor-
cement units to obtain a more holistic perspective
on cybercrime in Turkiye. Thus, the results will sup-
port the development of national and international
strategies against cyber threats.
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